CHAPTER -

|.T. Phones Home

Mobile phones are one of the most insecyre devices
that were ever available, so they're very easy to trace
and they're very easy to tap.

EVGENY MOROZOV

'n March 21, 2002, Milly Dowler, a thirteen-year-old from
. Surrey, England, phoned her father to say she'd be h

ome soon.
"~ Hours later, the teen still hadn’t arrived, and calls to her cel] phone
 wentunanswered. By the following evening, a massive search of the
. area was under way, and Milly’s disappearance had made national
. news.

As part of their investigation, the Surrey police accessed the
- mobile phone voice mail of the missing girl in their search for
| clues. Ongoing checks with her mobile phone carrier revealed that
- five days after her disappearance, the voice-mail system had been
- ccessed, and a pew message that had arrived that day was played
- by parties unknown. The discovery gave the Dowlers hopte. that
_ their daughter was stil] alive. As the weeks dragged on, additional
- Messages left op Milly’s voice mail continued to be retrieved and

_ WeleFed, leading Investigators to question whether the missing girl
- V8In fae I'unaway,

- Sadly for the Dowlers Milly was no runaway but was abducted,
. hEr b() dy % ’

iScovered twenty-five miles away from where She___

| .
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r. In an instant, Milly s
sing person but a full-bj,, Se W
ued to confound polic

last seen alive six months prio
declared no longer that of a mis

. . = 'n
der investigation. But one fact contl R,

. ung girl’s mobi]
b i oo y:?ledgtf have bee;edphone log,
after she was missing and now prest eady yy, '

? :
the killer? A jealous boyfriend? Her parents? For nearly , . "5,

until Jun Ceq
the haunting question went unanswe‘red June 2011 When tie,
e
€

mystery was ﬁnally SOIVCd. Thc CU]pI‘lt was one IlObOdy Wol]ld s

have guessed.
In a lengthy ar

3 n‘l‘lr\

ticle published by the Guardian ney,,

a
it was revealed that Milly’s phone ‘fvas amm;;]{gl ?OSC targetedper’
Rupert Murdoch’s News of the Worid in & ;CM;{ ?:l el Hac
by the British press: Milly’s phone was ?C E ks by the kille,
her parents, or a boyfriend it iy Shiose S0 IR for a sco for
ik g ; d the Dowlers were P for
their tabloid pages. Poor Milly an ' 1Ot the gy
victims of Hackgate; so were aume” e celebFltles,'p oliticians, and
even members of the British royal famﬂ)f’ which I.mght make sepg,
given their high public profiles. But ultlm.ately, it was discoyey, d
that reporters and private investigators hired by the Neuwy of the
World had extended their mobile data theft operations well beyong
that of high-profile public figures. Shamefully, they had also hackeg
into the mobiles of the relatives of British soldiers killed in Iraq apg
Afghanistan, as well as victims of the tragic 7/7 London terroris
bombings. The appalling details of the case led to a global public
outcry and the closure of Murdoch’s News of the World after 168
years of continuous publication. Dozens of employees and contrac-
tors of the paper were arrested, including the private investigator it
had hired to gain details of the young girl’s disappearance.

Of course for two grieving parents, the sanctions and arrests
of those involved were of little comfort. For the Dowlers, the news
that it was a newspaper that had broken the security of Milly’s
phone was unfathomable. Had this unlawful mobile phone hacking
qf a missing thirteen-year-old girl somehow impeded the inves-
tigation of their missing daughter’s whereabouts? What police
nggr:es werfa wasted tryin g.to get to the bottom of what appeared
murderePmelnﬁ:nt clu.e possibly left behind by Milly’s suspecte

I—precious time wasted that might have prevented &

T
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Mobile Phone Operating System Insecurity

- Mobile phones arekbe?,omlilfa ::;nzfamfgters of choice, "I‘l}ese
- “snitcth in Ol,lr ok = g% b o eac.c(;ns of our activities
4 our locations. Just as mobile phones pro'w '€ a treasure trove
afdatﬂ to advertisers, so too do_they for criminals. Even worse,
5 Jbile phones may be the most insecure of all devices. The soft-
:rlare is notoriously easy to subvert, tbe risks are poorly understood,
! nd the systems for device protection are immature and wholly
| nderdeveloped. As 2 result, smart phones are among th.e easiest
| jevices to hack. While law enfm:cement and security services have
 been able to target and tap mobile phones for years, now the very
same techniques are readily available to criminal enterprises and
[ everyday hackers as well. '
. Today, there are viruses and Trojans specifically designed
' to give attackers access to your cell’s microphone, recording any
' sounds nearby, even when you are not on a call. Anything you do
 or any data you store on your mobile phone—your entire text-
| messaging history, your address book, photographs, call logs, §oc1al
- networking passwords, and account information—can all be inter-
| cepted, hacked, and forwarded to criminal organizations for future
| exploitation.
. Mobile phone malware can be used to track your present loca-
- "nand allow criminals to see your position in real time, Conve-
-~ lently plotted on a Google map. Even your smart phone’s video
Hmera can be turned on (without any warning light) to recoord yt::nu(i
He are so many YouTube videos, instructional Web sites, an
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| software prog puii BT Sven Oy:
nals In fact, i’ often as easy ag Seng; \qees
r mrgct» y ng ah
k, how can mobile phoneg be S

is that it’s all about the o S

prefabricated crimi
can hack a mobile phone.
infected SMS message t0 }’0‘“

One might legitimately 1:: iy
s e The ans‘:ing systems are newer thap theiel‘ating
s}:smm' Mobile phone 0" " and even more insecure, Crir Ong.

. counterparts ave : 2 . Inj
s des'l::OFhat the world of big dataf;s gmiltl g mObﬂe’ anq o
ni : :
I'ull};1 recotghev e concentrating their efforts to ensyre the | &
i1s where they ¢

& e
1 on their malware investments. Agobl.]e 1 0 t;l é platfm;:ﬁ‘
z;;:rt:ulrt is intimate 3Td :ilways with us, and criminals are adﬂptingf
; P crity.
and ;;nn;(;;:,llﬁ gVAlzl:hzd atlieady identified nearly fou.r millig, &
bl ile phone malware, a 614 percent incre,.
tinct pieces of mobile pho it oyttt by S¢ oyg,
the previous year. Moreover, according & d £ Vo C{SCO (ang
widely touted by Apple’s senior vice presi t::nt o worldjwlde may,
keting, Phil Schiller), 99 percent of all m_oblle malware jg targete
against Google’s Android mobile operating system. The finding,
are deeply troubling, especially given that-85 percent of Stharg,
phone handsets shipped worldwide as of rr.11'd-2014 Were Androjg
and that it is expected that one billion additional Androjd mobi,
devices will shipped by 2017. To be sure, the open-source Dature of
Android’s operating system is one of the platform’s biggest selling
points, but with such openness and the ability to Customize the
free software as one sees fit comes 2 huge liability—-—security. The
majority of device manufacturers and phone carriers simply imple-
ment the software poorly.

So what is it that makes it so easy to pilfer data from Androjd
devices? Simply stated, it is 2 lack of updates and bug fixes to the
mobile phone’s operating system. New versions of Android dribble
out to users from carriers as 3 means of forcing upgrades. In addi-
tion, carriers and handset manufacturers need to tweak each instal

lation of Android ang customize it to work with individual mobile
phone models, an ey

Scanned with CamScanner



—

135 LT PHONES yoy,

| thos z
Jroid ecosystem. Al = alng Ng apps and g|;
he An ur phone are known ag bloaty
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choug on Android dcwcfl:s. .
ats . € controls its ep
thrcfllhr comparison, App t

system. As such, it can ensure thag i mobile iPh o oper-
qare €60 3em (i0S) software works more Seamlessly, 414 Carriers
2ing S}IS-E ited from fundamentally altering the underlying operat-
Jre proh with their bloatware. A comparisop, between Androjg
g S.YSteITeal”lY tells the story: five months afte, its release jp, 2013
and i0S Ct of Apple’s 800 million mobjle devices were using 7’
0 perciﬂu -to-date version of its mobjle Operating system. OnI}:
the mfls efcent of Android users were Tunning the Jategt version
about 4 P year. What is deeply

ire hardware and soft.

’s Android, also released the same
of Gﬂf’gllf saf;:m these figures is that if 3] Andr
frustl‘ﬂt;age d to the latest version of the mok;
ply ulljlg a full 77 percent of security threats co
;}::d. TN - Gctogle and its partn
updates widely available to its user b
time they need to find hole after hole
it for exploitation.

oid users were sj.
le phone Operating
uld be largely elimj-

€rs to make security
ase that allows criminals the

in the Android OS apg target

Mind the App

~ App makers such as Rovio, Zynga, and Snapchat aren’t the only

. ONeS creating apps as a means of acquiring and selling your data;
-~ Organized crime groups have also adopted the practice. Though
one might logically presume that any app submitted by a developer
© Google’s Android or Apple’s App Store would ha\fe undergone
Vigoroys Security review of jts computer code and its developer,
Ulis not g it seems. With more than a million apps in both the
Android apng the i0S Ccosystems, strikingly little if any human ver-
Heation Occurs—a fact known by criminals, who have subverted
e Mobile 3PP stores on numerous occasions. Instead, computer-
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automated algorithms do “_l] e he:‘gau works out. ,
and the app store creators jUStc c::}; mon, and apps that con
As a res?lt, ;:;is;zll(;shzzwd in wha;:h yzuf;OU-lfw Presum, :n
e are lme oy 1013, MOre . contgn o thousang
sl fePUGtz‘;;l;f l:tor.e been 10 g*}:gmalware ;l:yt;vare anq
apps 1n 3 " ogra 5. . €Se
infor.mation-steatl:tg Zr oian N 50 r honeé P‘i’; tﬁ;]:l:h’ ﬁnaI:ciT
§pec1ﬁcal.l}' o days after the original Anb rokj ©* 3PP stoy,
information. Jusijr):als ad uploadﬂd fake banking apps for mg;
had latmc_hed: Crl. g aroun the WOI'Id- The apps Were deﬁply reg].
fnancial institution - bank 10gos fonts, and color scheme
istic and used the corte ands of people were trickeg
hen they failed to work, ap

to find out “we don’t have H

malwar

s ha their operations to create mapy
more fake banking apps- Though only sixty-seven banking Trojans
had been identified in 2012, the number haq grown to more thay
thirteen hundred by the end of 2013, according to Kaspersky Lab,
To date, mobile malware packages have been gncov.?:red targeting

A s, including Citibank, ING,

customers of the world’s largest banks, 1n¢ -
Deutsche Bank, HSBC, Barclays, and sixty-six other financial

institutions around the world.
rampant in third-party app stores,

And malware is even more
While there is at least some limited algorithmic security screening
in the official Android marketplace, there is often none whatso-

ever in third-party sites. As result, more than five hundred such
third-party app vendors have been found to be offering Android
apps containing malware. Because there are no security reviews
in thﬁ?se app stores, apps containing Viruses and Trojans can have
near-infinite shelf lives, providing lifetime annuities to the crimi-
nals who create and upload them.
B Agl]:’ie j{nuc;ltless cj;)lmmon, malicious apps have also bee
sealated an%pconcg:j . dthough the Apple iOS ecosystem is tighd}’
A e e s e e o
cannot customize their kz E‘Imhase el g Vo e o
yboards, change their default browsers;

n found
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- ocally; or af:ld widgets to thejr home gy
manﬂg;n jard in AnFlr(?ld. To get around thege limitel?s-—ha” fea-
res i-‘qi]breﬂk” th_eu' fOS devices, US_ing SPeCializeda 10ns, map
ys€rs éir own mobiles n order to obtain rogr 4 P, Software to
ok control over features locked down Fative aceegy
pholl"5 /06 device allows users to gain acces Y Apple. Jai.

brcaki gé rams not officially approved by Appls to thousan g of

€ pro ; e.N

ar . ear] .
soft ' Jevices have been jailbroken, and theijr o Y ten mil-
fjon ! ave turned

_ arty app stores like Cydia to download tlvel s '

- ot hese devices provides much greater COntm]pfs' W-hll.e
¢ j0S mobile devices to the same security threats° users, it

_ ?150 Ldroid ecosystem, including a variety of Sun il Ez?dTon

Why Does My Flashlight App Need Access to My Contacts?
 pundreds of millions of smart phone users around the world have
jownloaded that .ever—populalj and convenient flashlight app. It’s so
sseful when looking for keys In a purse or trying to open the door
lute at night, and most of us paid absolutely nothing for the privi-
lege. But why does your flashlight app need access to your contacts?
.\ Why does it ask for my location? My location should be obvious:
| I'min the dark; that’s why I need a flashlight app! As it turns out,
' the majority of these apps, especially in Android, are just conve-
' nient mechanisms to steal your data, download all your contacts,
- ascertain your persistent location, install keystroke loggers, and
. capture your financial information. As a result, we are seeing the
. “app-fication” of crime, criminal acts reduced to the simplicity of a
- mobile phone application.
. The permissions granted to these apps, especi
| Android ecosystem, where there is no way to deny a specific permis-
. Sontoa given app prior to installing it, mean you and your data are
g tisk. App permissions on mobile devices are akin to terms of ser-
- " weall click yes but never really stop to think about the implica-
tlons'of our decision. The reality is that permission means a rogue
] (f)r ‘riminal app developer now has the authority needed to commit
faud Or steal from your bank account via your mobile device.
Crimina]s are also creating fake apps speciﬁcally to com-

ally in the
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: _arters of all ce]l.
m].t telecommunications fraud' Thfee qauj,nent systems e]il :
malware exploits loopholes in mobile pa Yes each one ge e
ing fraudulent premjum-rate SM.S mcsshinélreds of thou:erat
$10 in immediate profit. MUItiPhed o ey generated is hands
fake SMS premium messagessbtlhet;11 ;f)lsty fake versions o; fﬁi
one incident, scam;ner; :;; ;,'rdi and Assassin’s Creed into anl;
s i -
Is):g::‘;laé);glzzn:;es:;p :vas dOWHIOadCd: every tume ;:I;Ie USEr opey
it, it ;.vould send three Premium SMS messages WILRout the Use

0 per message- In justa few hours, thieveg gene
et %er f dollars of fraudulent charges.
nds 0 : .

ated It;il;:cfl’{i;h;fsﬂe phones are .ir%creasmglll};dbegngn::ed to sep
spam e-mail messages S they join SO;Cﬂre_infected cnetWOrk
Botnets are a collection of enslaved, ma f“i:l 5 compute
that work in unison, ander the control of hackers olr) gngm iy
pump out massive amounts of spam Of take pa;}f Ihn'l » 0S attacks
unbeknownst to the device’s legitimate owner. Wi I11 .e otnets wer,
previously limited to desktops or laptops, now milions Of.mobﬂf
phones have also been commandeered, and these drone devices ar
under the full control of criminals and hackers who have joined
them to their exponentially growing “zombie networks.” These
massive networks of hacked devices lie in wait, ready to be unleashed
against any target at a moment’s notice. Given that mobile device
shipments are outpacing desktops and laptops by a factor of ten
to one, it is clear that the future of computing is mobile. As such,
criminals have figured out that the future of data theft, DDoS, and

malware is mobile too. . :

Even legitimate apps can put you and your data at risk if the
software is poorly written or contains undetected security vulner-
abilities. Such was the case with the highly popular “social photo
booth” app known as Snapchat. Snapchat is a service that allows
users to send “selfie” photographs (often involving nudity) that
P“‘fp?"tef"Y disappear in just a few seconds after arriving on the
:zfl::p‘lfnt }sl phonfe. More-than one billion photographs have been
il ia }': € service, and in late 2013 Facebook unsuccessfully tri_‘?-d

y ¢ company for $3 billion. In early 2014, it was revealed that

Snapchat contaj i |
i 12 - optamed a security flaw that exposed millions of iPhotf
0 denial-of-service attacks =
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a Web site. Wi i n
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unlbers on a y 1t wag Fevealed that

—the ability to sepq
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Fleve

di
images ipi ‘
EOth " the recipient device and on Snapchat’s oy, Computer sepy,
apchat photographs thought

. Asaresult, tens of thousands of Sp

:0 have been deleted have shown up acrogs the Internet, reposted

on Instagraim and on numErous revenge-pory sites. The photo.
I the purposes of extortion

get y

€. Mor
Sres Cove
five milljop "

nape

raphs have subsequently been used fo
gnd other criminal offenses.

Mobile Device and Network Threats

The emerging threats to the data we carry on our mobile devices
are not only affecting consumers but also having a major impact
on business. In today’s modern enterprise, BYOD, or bring your
own device, has become the standard and allows employees privi-
leged access to sensitive corporate data and applications from their
- own personal mobile devices. Today 89 percent of employees are

accessing work-related information on their mobile phones, and 41
percent are doing so without permission of their companies.

The phenomenon, now standard practice in the workplace,
fieans more and more corporate information is at risk thanks to
-~ Pomnt-and-click spyware attacks against mobile devices. Even whfen
- Corporate network js locked down and protected, per§or}al mobile

ﬂ li];'t‘fj are an ,easy place flrom. which to pilferhdata. gr;lel’::llf;i ‘;E:;
 where . “ﬁmt widater thiir rime going toht ; ljl;falways go after
t EWe:Eu ave stored your information; they w

*est link in the chain to get what they want. he
fminals gre rowing increasingly inventive 10 how they
frget (e inf B . :ce and even the phone
OI'mation on your mobile devi
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Networks themselves, For just a few hundred dollars, Crimip,

Purchase gpq setup a femtocell, a wireless networlitt EXtender t :n
People improve mobile phone service " areSfT v h Mg - orI]:
Signals. The device is in effect a mini-mobi E-?ieo{le P ang
Criminals can hack jt to trick your m(.’blle o fabl‘:ng II:'IS legiy;
Mate, when in factitis merelycoﬂlltﬂct“"ghm,;l P g:l fie dg;:i 'le_ Ong
tower run and operated by criminals. L e:nog]:)ile such asg tﬁns? 0
Capture all the data that is sent from youznsitive :e-mails : b ass.
word you type for your bank account or Stjcularly ors: }frou' ight
be sending. Rogue femtocells can be Ijjarset iy s devicer lnd}ls
trial espionage, and hackers need on y - t:Il)ke it Outsjq
the perimeter fences of your cc?rporatlond P sl 8¢ of tp,
data coming off the mobile devn.:es of hun dr;:] : Yf emPIOYees.
Other prime targets would be airpor t? and Dig conierences Wher,
lots of businesspeople congregate. As it turns out, you are Tot

only one with an affinity for the data on your smart phone,

-

Hacking Mobile Payments

Of course, today’s mobile phones are just at
development, and many new sensors,
tification (RFID) and near-field com
new capabilities to mobile phones,
One area in which this wi]] be mo

Pearance of physical currency. The future of money is mobile gpg
virtual, and a bevy of pew Sensors and apps are on track to replace
your wallet and the cash ip your pocket. In fact, some mobile phone
Providers, such g5 §,

faricom in Africq dominate the overall

, pay-
ment space, In Kenya, for example, 25 percent of the nation’s GNP
18 actually tranggereq on Safarico

: m’s M-PESA ayment system.
Mobile mone i ; pay. Yy
turn of the Ias}tf Doy ment systems, which did pet even exist at the

c . .
entury, la.rf: oW available ip Over seventy countries
l L]
. ons of dolars every month. In particular,

ly useful in getting Previously “unbanked”
. 'n th loping world
Ommerce with, signific iti

their earliest Stages of
such as radio—frequency iden-
munication (NF C), will brin

as well as new vulnerabilitjes
st clearly seen is in the disap.
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bile phone payment systems, p1,

loy ™ rerous NFC paym erCar i
deP’™ ted nun payment progr, 152 hay,
- plem®! heir pho MS tha all =

& nch an app on t , phones and waye Or tap ¢}, OW userg
P i-lctleSS sensor to qu1ckl_y Charge goods an( servic  Sevice On g
2 o Best Buy, 10 parking meters ip San Franc: €s. From S
hnf '51’ k Cit}f, u“rave and pay” iS increasin I h ISCO and Cabs in
New Yor d 7 B'Y the ChOiCe f
N pick checkout and payment, ThOugh Goog of users
- for qrer of NFC payment systems for jts Androjg ol as an early
.~ adoP 2014 Apple joined the bandwagep nes, in Sep-
ember 2 . 50n and addeq gy
tfw technology to its latest batch of iPhones, Within the ﬁn‘;’nq-
;b cystem, G00g]e§ Wallt_at payment system a]|oyq users ¢ -
© bitand credit card information with G % Stong

eir debIt ) : 00gle and Jayp}, the
Coogle Wallet app to check out in an Increasing numbey of sto
L a}I\’ PayPass-enabled store checkout terminal, Google Walli::
works with the NFC chips on a wide variety of mobjle phones from
HTC, LG, Motorola, and Samsung.
' The money as represented on these mobjle device
more than data—data that are stored in vulnerabje
controlled by deeply vulnerable mobile operating systems, using
insecure sensor technologies and sensor data-transfer protocols.
" The obvious result? The future of mobile money may also be the
- future of mobile pick pocketing. The Google Wallet system has

already been subverted by criminals on numerous occasions, and
apps such as Wallet Cracker allow anybody to see a user’s per-
sonal identification code (PIN) number for the system on demand.
Moreover, if and when a user loses his or her Android phone, any
. pre-stored money in the user’s Google Wallet (data on the device)
~ anreadily be spent in a store by the person who happens to steal
. orfind the device. With the rise of NFC applications, and Apple’s
- notable entrée into mobile payments, we will undoubtedly see
- Browing hacker attention targeting these and other sensors embed-

- ded in mobjle devices, including GPS.

S 15 nothing
applications,

Your Location Becomes the Scene of the Crime

?dvertisers and datq brokers are not the OIIIY people Intel‘CStEj
' Persistently tracking your location. Criminals, fraudsters, an
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the GPS chip on yoy,

stalkers have also found good us¢ fC’;ig,c,ryback on the goog y

phone. Often hackers can MY o of subverting the dgy,

already done by data brokers 43 e location-baseq 4. %

n [e, th &
pes 31readyTlcaking. Tak;: \ fogizzlss[;d in chapter 4. Givep th:t‘:nig
= * . - e 0
application Tinder, which w!

nd potential sex par ;
fd S"[laCiouS photographss a pdiscover . sep tin&rs’ it
umes of data, ; B orked to curj
was not surprising t

at hackers W "
bility in the app that allowed anybody to uncover the real.g

nerability in the

location of any other us

ers within five feet, information that ae
e . )

; t-case scenario with th l

i ¢ ate. The bes Qw

designed to be kept priv

tional data is that they lea ¢

dtoa pOSitiVﬂ dating experien(:e. Th
r-case scenario is that they and locational data generateq
WOrSt-C

rogue apps such as Girls Around.Me CQlll(ild l[;l' ovea ;rer;lend?us tog|

for stalkers, rapists, and potentlal child abusers. In act, in 20y,

police in South Australia warned members of thej public that pedo.

' philes were using geo-tagging data embedc.led in photographs of

children posted online to track down potential targets, Putting th,
subjects of these photographs at risk.

Increasingly, mobile data are being used to ill effect in i
of relationship discord and domestic violence. In 2012, the US
Department of Justice revealed that there were 3.4 million Victim;
of stalking annually among those hundreds of thousands whe Were
tracked by spyware and GPS hacks. Welcome to the world

and-click surveillance. To be clear,

zlred an unlawful interception under federal law and is illegal, but
€ tools are widely available to even novice hackers—or ex’es

with no prior experience. Ope product, Mobile Spy, will turn any

o ; :
phone into a bugging device, allowing for ambjent recording of the

-

: of point-
using such spyware is consjd.
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" ut in some cases, domestic abusers did

ty spyware to a phone: they : N0t evep
third-party erod oo . €Y JUSE actiygeey the
FamilyMap ProETath OLEred as a seryice |y, the wirel e
hich allows a ce}l-pbone account holder ¢, track al] ¢he 4 Carrier,

. Using his wireless carrier’s fa il - .
his plal’l- . ily Hlappmg servi
Leteve of Scottsdale, Arizona, was ab]e to locate hjg o Ce, Andre
, : ran :
and their two children, whom he murdered, Todgy ;. ged wife
to pay for such i 7 ItS no longer

even Necessary to pay a service from carriers |ike AT&T
the features are already built in to both jOg and Andrq ;
services with names such as Find My Friends and Find
which can be turned on to remotely track others. To
these threats, domestic violence shelters have learned
anew client arrives at their facilities to take away her m
remove the battery, and disassemble it to avoid acting as a beacon
to potential stalkers and violent individuals. I¢’s not just victims
of domestic violence who need to worry about inadvertently shar-
ing their locations; even soldiers on the battlefield have cause for
Ing ’
concern as terrorists monitor their online activities for potential
avenues of attack.

“Isa badge on Foursquare or a check-in worth your life?” That
question, now commonly asked by the U.S. Army of its soldiers,
is not rhetorical when even terrorists are taking advantage of g® 0(;

; : 1 ive
tagged data. For instance, when American military fO.I‘Cf;S . ec:ome
@ new fleet of AH-64 Apache helicopters at their base lm r ?g, e

; ves
deployed soldiers uploaded photographs of thems:. o, el
; 0
o their new choppers to Facebook. Unbeknownst S
- . : or
phones had accidentally embedded their GPS CO‘n s soldiers
; i
Photographs. Not only were insurgents monl]tO;diEg the photo-
. 0
acebook postings, but they were also down The longitude
Braphs and ‘ fi ful intelligence. -
anc analyzing them for use hotos allowed the ter
" latitude information embedded in the p

Id d‘E:‘Vices1
My Phone,
help combat
the moment
obile phone,
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- : ise mortar attacks thy, .
Torists to launch a series of prer:lsf:1 oty aorived A Irectly
targeted and destroyed four of the on g

Compound. : ta we are legl;
Not only can we be tracked 12 the da leakip,

files, such as photogy, > o
our mobile phones and el our locationa] i:l P}?s g
videos, but increasingly we are leaking ata ;

| th

: ices are cheap to buy gp;  the

physical world. GPS bugging e biquitous SkyMagj; € ang
are even available for sale in the ubiq Mag.,, .

i ficht we take. In that catalog, Trackip ip,
2:?11513:) 1&;;1 l?::;fvar:‘:gbug that attaches via magnet or Veler,
any car and allows owners of the .dev1;e to rf.:plillydt:)n AN onljp,
map everywhere the targeted vehicle rove, 1nc1‘1‘ Ing speeq o
the vehicle, determined at one-second intervals. “Usefy] {0 seq
whether your teenager was speeding, wher € your spouse js goin
or where your employees are driving.” Previously, Su<-:h high-tech
gear would only have resided in a spy agency or with the FB]
but now, given the exponential drop in pricing of these teChnolo:
gies, even a neighborhood mom can spy on her kids o Potentia]],
cheating spouse.

In the world of big data, we can even leak our physica] loca-
tion without a bugged mobile phone or GPS tracker hidden i our
car. A new technology, known as an automatic license plate reader
(ALPR), allows both governments and individuals tq use videg
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o ition Network of

igital Rec:og.mtlon . ) S

are ls0 building massive databases of AECILR XTRAC of

flin?® 5 agents in the vehicle repossessiop, iz, a,;f};.which
L 1S wg ;

s€ - i
y “body falls behmc.i on his payments, these compar:
n s the vehicle has been and cap sel Outpames know
A oW tryck

pcation ;
»10SS€SS it. Just 83 Google' Stref:t View cars are drivip
Jur city Streets .recordmg video of a]] th S 8 up and

Jown LPR companies. They want to track o s » SO t00 are
P" ation in front of your home, at your workplace ;nrdand place
ts lo¢ shop. These data too of course wil] b > 410 atall the
Jaces YOU 7 : - € monetized, apqd
he ractice 111 201415 entl_rely legal. But as these massive datahage
; {ALPR mushroom, so wfmll the criminal and privacy risks, s
If Experia.n ?nd Acxmn-a B suffer data breaches or sell their
data sets t0 criminal organizations, }vhy would ALPR vendors be
ny different? As a result, even victims of domestic violence who
had no online presence and did not even carry mobile phones could
-~ ill be cracked by where they drove in their cars. We've seen abuse
JfALPR data in the past, way back in 1998, when a Washington,
- DG, police lieutenant used his computer system to identify the
- owners of vehicles parked in the parking lot of a popular gay bar
. town. He then used the data to extort the men, threatening to
" out them, unless they paid him a bribe. While the nature of the
 threats to ALPR data may be different today, they no doubt exist.
| How might this information be used in divorce cases (his car was
 parked at the home of the other woman) or by health insurers (we
- sec his car parked at the bar five days a week)? There are other risks
aswell: ALPR systems are not flawless in their reading of license
. plate data, and errors can lead to grave consequences. In 2009, a
- forty-seven-year-old woman was pulled over in San Francisco by
multiple police cars at gunpoint with six police officers pointing
- Weapons at her—all because the ALPR system misread a_siﬂgle
| digit on her license plate, flagging her car as stolen, when in fact
e woman was just out to buy groceries. L
] Even retailers have begun to pilfer our locational details 1n
- "W and unexpected ways. The Nordstrom department s.tore,.fg‘l_‘
3 :?;;:lp;lea’n;e;zztg began tracking its customers vmh:le;; o‘s;:i-ngl
1 addresses on their smart phones W
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e stOr€s, NOI‘dStI‘Om e

rou . I :

in its stores. As you walked th i; time yOU WEIE SPehding
to see how " " o high-end retailey
d1g1tally follow you es. = . in helpin e
ladies’ underwear versus ™ specializing 17 PINg retajl,
adies mpany P rore Wi-Fi connectiong T

. id, a cO
tracted with Euclid, yia 105 h (
ts ore than fi .
track custom B dtr acked 10 fty M|,

nted 30 jons using it :

Buclid has fingePr 1 susand locatio 8 1ts servjp,
date, Euc - : 1
3 ‘le device such as Hom l)ePOt; »
lion mobile dev ;

sin the ilers

:onal retal i J

including hundreds of I;atlo . million credit cards becaUSe
that lea

ked fifty-s! llect even
ompany 4 wants to COL€ TROTE dar,
the same € % i Septembef 201 es. Absent any r egulatiy,

breach 1 in its stor ;
Ol e e’ llance will undoubteg

on you and your ing under surv el -
Sf t{le Phenomenon, shopping logy is jncreasmgly turning to

no

become the new norm, and tTcl; .
i - line in real s b .
cracking people off he only notification CUSTOMETS Were giye,

trom .
At. Nords fth; jalym.t T technology was a small, we]).
about its use O the entrance to stores. The verbiage

5 - n. barel visible at :
cl:»lrlxd(:l?cl :glrll’ maargeyit clear that this was an opt-out model only,

meaning that if you did not want to participate, youHhad only two
choices: don’t come in the store, or turi off your ce phOIl(.?. Daty
obtained from services such as these can and will be sFored in per-
petuity. As a result, your spouse’s leOI'C(? attorney will be able to
subpoena Nordstrom and Euclid to see if you and your mistress
were in the same store together buying intimates. Your boss will
be able to contract with a data broker to find out your location that
day you called in sick: “If you were sick, why were you (and your cell
phone) at the movie theater and Hooters that afternoon?” Worse,
criminals will gain access to all this information over time via the
dlglta! underground and use it to blackmail, bribe, and stalk targets
of their choosing.

Eve.n Disneyland, the “Happiest Place on Earth.” is turning
to location-based technologies to track ; 9 :
called MagicBands, RFID-chip-e blcd 1e el bfa‘:'e .
to track its guests throughout ilss e deVlC@? et allo?v oy

Parks. Its goal is to use big data to

Jocation W1

Scanned with CamScanner



147 I.T. PHONES HOME

cloudy Weather Ahead

massive al-nounts UL vy leakjn-g from our bi
Th?‘]g n increasing number of big-data rigks .y obile
deVICes’f «cloud computing.” The cloud refers to the rom the
Wor fco mputing resources available online and the ;::L‘;e net-
wf?f hese remote SErvers to store, manage, and process the ice c:f
usmgtatioll' The changing paradigm in computing mea:foﬂds
in -mformation is stored locally on our machines and s i; that
Jes$ lﬂh ed elsewhere on earth. We mostly do not b e
being il : . : uy software
ore; We just rent it or receive it for free using a new busine

aﬂ}’;; [ known as Software as a Service (SaaS). &
mo B, the pef-sonal front, cloud computing means Google is
oring OUT mail, Instagram our phot.ographs, and Dropbox our
15 cuments—not O mention what mobile phones are automatically
yploading t0 the cloud fqr us. In the corporate world, enterprising
customers not only are using Dropbox but also have outsourced pri-
mary business functions that would have previously been handled
inside the company to Saa$S providers such as Salesforce.com, Zoho
com, and Box.com. From a crime and security perspective, the
aggregation of all these data, exabytes and exabytes of it, means that
our most personal of information is no longer likely stored solely
on our local hard drives but now aggregated on computer servers
Jround the world. By aggregating everybody’s important data, finan-
caland otherwise, on cloud-based computer servers, we've obviated
the need for criminals to target everybody’s hard drive individually
andinstead put all the jewels in a single place for criminals and hack-
ersto target—think Willie Sutton and his love of banks.

The cloud is here to stay, and at this point there is 00 going
back. In early 2014, Google decreased the pricing of its cloud stor-
age offerings by nearly 70 percent, to just $0.026 per gigabyte per
;‘E:ﬂr;(iust under three cents versus the $43{7,000 it C"Stdi“ Igfi?:)é
. enSOVP;j sent shock waves: through the industry, ZnMi?:rEsoft
i jOiIl:ien WI}:h the cloud storage giants Amazog an ik
tesources ag; e fray.. The availability of su.ch c ez?lphave e
T irnn a growing array of Saa§ _offermgs w;ncurship, ud
 innovggig pact on persona.l productivity, entrepr isteansiion
‘ , which in turn will only hasten the inevitable
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to cloud computing. But with this move to store all aVailapy d

. s : s. Think of the larges_t B 2t
0 the cloud come additional risks. ms, TTX, and-qi 1,
date—Target, Heartland Payment ST of my, M
Station Network. All of these thefts (;m data were stmlum i n‘f
accounts were made possible becal?Se t . e in the
same virtual location. The cloud is equ ly ith th n-t for iIldi
viduals, businesses, and criminals. To deal wi €se€ rigkg Uk

d Security Alliance },, Orgy.
b h as the nonprofit Clou ty ave
izations such as ices and improve Security in Cen
formed to promote best practice the,

Be
f cloud computing.
4 C%Lecvirtgalization and storage of all of these data are h

complex and raise a wide array O.f security, public pOITCY’ and lig:{
issues. First, where exactly is this magical CIPUd Storing m
Most users have no idea when they check thejlr Status on Facel
or upload a photograph to Pinterest where in the reg] world
information is actually being stored. That we do not even stq
pose the question is a testament to the great convenience, ang Opac.
ity, of the system. Yet from a corporate governance and Persong]
risk perspective, whether your data are stored on a Computer sery,,
in America, Russia, China, or Iceland makes a difference.

The corporate and individual perimeters that used tg Protect
our information internally are disappearing, and the-beginning and

g far less wel] defined,

aty)
0ok

ol and you are out of by
infors Viat Honap dIScovered, entrustj
Mation, sych 4 photographs

to '
.cloud service Providerg Come

ng highly prized personal
: s child and years of e-mail,
§ with Particular risks. All the
: i ady been remotely tar eted
y Inc] y target
Ncluding Dropbox, Google, and Micr'O'S_'Of_t:_

of one
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arely eXPEt more in the future. Indeed, several yeq
5 cracked and published an entreaty to “kilji’ thrs
pear-total inefficacy, thousands upon thousa de
esses continue to have their cloud-barsle;
P ind" romised and their data stolen, including a number
nts 3 HollyWOOd actresses. In late 2014, hundreds of
y of them of a deeply private nature and cop-
tolen from celebrities such as Jennifer Law-
Upton when h?ckers suc.:ccssfully subverted the user
and security questions protecting their Apple
qames: P _ounts. Although it may be your cloud service provider
jClov 3? oted in the attack, you're the victim, and the data taken
g5, ‘Of COUTEE the ri'ght‘s.reserved in the ToS mean that
nies bear little or no liability for when data breaches occur.

o attacks threaten intellectual property, customer data, and

tive government information.

[n 2008, the toP secret design specs for the president’s Marine
found freely available online, hosted on a peer-

I in Iran. These P2P networks allow for easy

- to-peer (P2P) network
| " g and are most often associated with the

' jiseribution 0 ms and music on the digital underground.
"~ How did the top secret plans and capabilities of one of the most
 technologically advanced helicopters in the world end up in the
. hands of the Iranians? Simple. A military contractor in Bethesda,
'~ Maryland, working on the Marine One project decided he wanted
' tolisten to free music on his work laptop. When he downloaded the
' popular P2P sharing software, he accidentally and unknowingly
' installed the program in the wrong directory on his computer. As
| aresult, the plans and defensive security features of the military
 helicopter that shuttles the president from the White House to
| Air Force One leaked to P2P music-sharing networks around the
:"ﬂd’ including those in Iran. For the want of free music, a billion-
f Ouflr military project was compromised, and the blueprints for the
E:f:(dent,’s Sikorsky VH-3D helicopter ended up on 2 peer-to_-peer
acks?);k in Iran, hosted next to the pirated songs of both chhael
E The fm;nd Sh.a.dmehr Aghili, the undisputed king of Persian ];)0pci
D, er military contractor, interrogated by both the FBL an

o Partment of Defense, admitted his error but by then the

” fo[‘ 1t .
. and busifi

of high” ps—man
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: connection
daIITage had been one. Our global lnt;:ean leaks a:ea'nd n"?fr
ending Storage of more and more datﬂb leaking to th % itabl\

at data might you or your company b€ € cloygy

Big Data, Big Brother

rnments are not only victim§ of data [ey b
the driving force of all intth]e
el.

Interestingly, gove
Eeting biy

cause of many as well. Information 1S i
ligence operations, and governments O -

data with a vengeance. It is not only the _Chllgleset who are hacking
the world; so too are the Americans, Brits, Russians, Australians

Canadians, Syrians, Israelis, Egyptians, Iranians, al.ld even Ethioj
pians. In fact, there are more than a hundred countries with actiy,

offensive computer-hacking programs, though perhaps nep, quite
as extensive as that of the U.S. government and the Nationg] Secy.
rity Agency. Every single day, the NSA is reported to intercept and
stockpile more than 1.7 billion e-mails, phone calls, and SMS Mes.
sages, compiling a database of nearly 20 trillion datg transactigy,
just since 9/11. The agency catalogs who calls whom, who €-majlg
and texts whom, and who wires money to whom.,

Given the exponential growth in its big-data holdings, hoy,.
ever, the electronic espionage agency is running out of Storage

Space. In response, the government i in the

3

SIV ' -
erniniistuc;izﬁ:f dat-a - NSAs p RISM Program allowed the gov-
_ €Op10us volymeg of data from companies such s

v
s PhOtOgraphs’ Status updates, and locations:
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d that the NSA accessed and downloaded
| nections of social media users (whom they
i, B nd where they were located), including the
o U.S. citizens. These network graphs were
& graplls llions of online user contact lists and address
sgency also collected. You see, when you choose
bt h Contacts OF iCloud to store the personal details of

ogle ~© members, and business associates, they can be

including governments.

o Ken by others,
0% targete” have cooperative relati i i
v did the NSA ha p ationships with

Not 0P . butit also targeted them when convenient, includ-
erical m;d’ yahoo!, whose data centers the spy agency infil-
B8 horization. Using the same basic techniques
d organized crime groups, the NSA in-

| enploV® 7 han fifty thousand computer networks around the
fected II,IC;:emaIiCiOUS software in order to get access to targets of

- world wlfrhe agency EVen posed as Facebook in numerous “man in
dividuals across their social net-

» attacks to pursue in
! cks. The technique caused targets of interest to connect through
. WOrKS:

-, replica Facebook site controlled by the government, allowing the

| gency O install malware on the machines of its marks.

. TheNSA did not do all this work by itself, but rather cooper-
 Jted with sister organizations such as Britain’s NSA equivalent, the
. Government Communications Headquarters. Together, the agen-
| cies participated in the program Optic Nerve, which intercepted
 millions of Yahoo! video chats by commandeering the video cam-
' enason users’ laptops and snapping photographs every five minutes.
Millions of images were stored, including a large number of sexu-
| ally explicit pictures containing nudity. Shockingly, many of the
| E‘)dﬁo chats %ntercepted were of individuals not specifically targeted
rgny particular intelligence operation but because it was easier t0
p o all the chats than to decide on an individual basis which ones
' should be seized.
adv:r;l;s;fsAdalso replicated the already proven techniques of
' Oerations "P{‘ marketers and their commercial data—g:ath«erlnf1
racking Ct;okcj); example, t}}e spy agency created and 11151:1331
E Cltions 4 A hal'd'drlves and mobile phones tO record the
& online habits of those under surveillance- Accord-

s

reveﬂlc

] i without qut
tra py hackers 3%l

E interest.
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ing to Snowden, the NSA was even tapping Smart-pho,, )
sl

such as Rovio’s Angry Birds. The spy agency recog.nize.d that 5
Birds was already doing such an excellent job of pilfering datg 5

the NSA needn’t bother duplicating its effor t;" Insteaq, the tgat
merely intercepted the colossal sums of data i,i r ea;ly fOI'Warded li
Rovio by those who naively thought .the app’s only true pur 5
was to sling birds at chortling green pIgs f‘fﬁ 'amlj;ement, .
Only a tiny percentage of the 1.7 bi R L IRR Bz.rds Us
ST was sharing data rang;j S
understood that their “free” app ) , SINg frop,
their persistent location to their se.xual orientation with Royj,
None—including the app company 1tself—h(?w§ver, realized tha‘:_
they were now also providing these data (unWlttm_le of Coursg) ¢,
the NSA. Individual NSA analysts were even using the agency,
vast spying tools to target their boyfriends, girlfriends, SPOuses
and ex-lovers. Numerous violations were documented Wherein’
NSA officers entered the e-mail addresses and phone numberg =
order to read their e-mails, track their locations, and listen to thej
phone calls. The actions of these individual employees rajse the
proverbial but important question of who watches the watchers
While the overwhelming majority of the NSA’s targets app.ea
to be overseas, dozens of security services around the world us;
electronic espionage to surveil and repress their domestjc popul
tions. In China, Iran, Egypt, Syria, Bahrain, and elsewhere pd aﬁ
stored online are routinely monitored and intercepted f, iy
of political intelligence and to ensure the st A
i atus quo. Most coup-
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. The millions of tweets and Facebook postings
sseful tools for governments to go after crit-
. protest on .FE'ICCbOOk gives the government clear
,position qctivists are planning, and nearly all gov-
o what OII kil set to take advantage of such leaking data.
ots have th Jgainst Bashar al-Assad that began in 2011, the
e UP“SIHg with technical support and assistance from
an 8OV (Ijna wi’de variety of programs to monitor social media
) Facebook 1nd Twitter to track communications among
s res. Leaders of the anti-Assad movement identified
een rargeted for attack, as have members of their fam-
he former Ukrainian president Vik-

ning days of t

b, his government forces demonstrated the power of
y . . L

nd intimidate opposition forces. As demon-

thered on the streets of Kiev, the Ukrainian government

E& g:he locations of all mobile phones in proximity to street
en riot police officers and protesters. The mobile
dentified in real time and received

ners) were 1
Orwellian text message a government has

e registered as a participant ina
fully chosen as Yanu-
d anyone

ies. I O
to repress a

stra
 fetected
clashes DETWEE
phones (and their ow

“
what may be the “most
{Dear subscriber, you ar

- mass disturbance.”” The language was care
| |ovich had made such participation illegal days earlier an
found in violation was subject to immediate arrest.

ever sent:

The Darker Side of Big Data

"~ The emerging legacy of big data may well be one of persistent sur-

villance, the abolition of privacy, and a rash of criminal threats
never previously envisioned. Social media, smart phones, mobile
| :l:ﬁsi\;gf ddoud, and a host of other technologies mean that not or.lllf.r
i strom, Acxiom, Facebook, an(.i Google ﬁl.ld you at will,
stalkers &;{f - the, Zetas, Lashkar-e-Taiba, domestic ab’uS:II;S, an
ata coliect ;t n.josft peoPle do not understand, however, is at alr;};
are tog insee will invariably leak. Our current .computu}g syste
cure to safely store the volumes of information We are

Seherating,
To ;
date, the major threat to big data has been their theft and
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leakage. But that was only
Will encounter dangers th
Unauthorized alteration o
depends to run its daily ac
dous trust in the data we

the beginning. As we Move ¢,

at may prove to be even ke ™Wa, q
f the information upop wh;j
tivities. Although we haye laced
are feverishly hoarding away tre
¥ing accuracy of this information, as we will digc,,

ver under
N
be subverted, with significant consequences for all.

> Cap ¢
For jHSt Cag;
ACTors can stea] oyr data, so too can they change j¢. T

storm w

hiS gat;:S bad
ill leave us vulnerable and shake the foung
faith in

a data-dependent world in ways not yet fully Ppreg;, . O
. teq,

~
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